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TRADITIONAL REGULATION ALTERNATIVE FORMS OF REGULATION

l Command-and-control legislation, Co-regulation: the regulatory body gives
L' legally binding rules: coercive rulesare  pouer and entrusts market stakeholders
fy

implemented and organisations need to {5 achieve 2 policy objective.
I‘ comply with these legally binding rules.

I\ I\ e e Information Sharing and
-

e.g. Electronic identification and Analysis Centres (ISACs) in the
trust services (elDAS) Regulation Netherlands
* eg. Telecom laws in Belgium, e e.g Information Exchanges (IEs) in

Lithuania, Spain the United Kingdom
e e.g. Electronic Communication Act s e UPKRITIS in Germany

in Slovenia

* &g Information Society Code in
Finltand

* &g Security measures acts in
Estonia, Germany

e &g Austrian Trust Circle (ATC in
Austria

e e Threatindicators sharing
platfarm for private sector (MISP)
in Luxembourg

¢ e.g Forum for information sharing
(FIDI} in Sweden

Self-regulation: market stakeholders
agree and create on a voluntary basis
rules to regulate their actions.

e e.p Industrial Cybersecurity Centre
(CCl) in Spain

e &g n6 Network Security Incident
Exchange and ABUSE Forum in
Poland

o Club des directeurs de sécurité des
entreprises in France

Associazione italiana esperti in
infrostructure critiche {ANIC) in Italy
e e, Bulgarian Association of
Information Technologies (BAIT)
e.g. Information Technology and
Information Systems Security
Experts Group (DEG) in Latvia

OTHER APPROACHES

Information and education: enhance
the knowledge of the community on a
certain topic to change its behaviour,

e e.g workgroups held by Czech
CSIRT in Czech Republic

e &g Belgian Network and
Information Security {BELNIS} in
Belgium

s e.g (ISCP Ireland Chapter in Ireland

e e.g Cyber Security Research Center
from Romania {CCSIR) in Romania

REGULATORY
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CATEGORIES OF CYBER INCIDENTS

AREAS OF CYBER SECURITY

Incidents having a serious impact on business continuity of
networks and services.

v" Critical Infrastructure Protection (CIP)

v Critical Information Infrastructure Protection (CIIP)

Incidents relating to a crime that would require the
preservation of evidence, identification of the perpetrators
and ultimately assurance that they are prosecuted.

v Cyber crime

v Cyber safety

Incidents compromising personal data.

Privacy breaches

Cyber crime (identity theft, fraud, ransomware...)

Cyber safety
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Generation, transmission and distribution of energy are highly dependent on secure network and
Energy information systems. Major gas and electricity companies for example, suffer increased amounts of cyber

attacks motivated by commercial and criminal intent.

: Key transport infrastructure such as airports, ports, railways, traffic management systems and logistics
Transportation

suffer increased amounts of cyber attacks motivated by commercial and criminal intent.

- Hospitals and clinics are becoming more reliant on sophisticated ICT systems which need to be secure in
ea

order to ensure continuity of service and avoid fatal disruptions.

= J Banks are the backbone of our financial system. They are common targets of fraudsters. The stock
inance an
ankd exchange, insurance, retail and investment banking for example, are increasingly adopting networks and
anking . _
information systems and Internet based commerce systems.

) It is important to ensure the security of Internet companies which provide key inputs enabling important
Internet services

economic and societal processes. This is essential to preserve trust in the digital ecosystem.

Public E-Government and e-participation are increasing with citizen demand for timely and cost-effective services
administration and so are the NIS risks for state and local administrations. The risk for public online services to be
hindered by NIS problems exist at all levels.
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PerynupoBaHue:

COOTHOCUTCS C NPaBUAaAMU NN NOPALKOM,
npeanMcaHHbIM ANA MeHeaXMeHTa opraHu3aLuum m
NPaBUTENIbCTB, a TaKKe pPeryampyowmmm
NPUHUMNAMM U NPeaNUCaHUSMMN.

KaK npaBu/sio, NnpeannucaHo BblLEeCcToALW MM
PYKOBOAUTE/IEM UM KOMMNETEHTHbIM OPraHOM
cybbeKkTam, HaxoaAWMMCA B ero BeAeHUU Uan noa
ero KOHTPOoEM.

(InterActive Terminology for Europe, 2014)
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CoperynupoBaHue:

MEeXaHM3M, NOCPeaACTBOM KOTOPOro 3aKoHoAaTeNnb
BO3/1araeT JOCTUNXKEHME Lenen, npeaycMoTPEHHbIX
3aKOHOA4ATENbLCTBOM UAU APYTMMU JOKYMEHTAMMU
NOJINTUK, Ha CYObEKTOB, MPU3HAHHDbIX B
COOTBETCTBYIOLLEN chepe AeATENbHOCTH.

K Taknm cybbeKTam OTHOCATCA KOMMEPYECKUE U
HEKOMMEpPYECKME OpraHm3aumm, ux obveamHeHus,
accoumaumm u T.1.

(EBponeuckaa Komuccusa, 2015)



3430 CamoperynnposaHue
CamoperynmnposaHue:

COOTHOCUTCA C rPynnamu Xo3aMCTBYHOLWMX CyObeKToB
onpeaeneHHOro CekTopa, oTpacau nnm cpepol
npodeccMoHaNbHOM AeATE/IbHOCTU, 4,O0OPOBO/IbHO
pa3pabaTbiBalOWUX U NPUMEHAIOLLMX CTAaHAaPThI,
npaBuaa N KOAEKCbl y4acTUA B rpynne n BeaeHus
NeATeNbHOCTU, KOTOPbIE PErYyANPYIOT UK
HanNpPaBANAOT UX AeATeNIbHOCTb

(O3CP, H/n)
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Bbi30Bbl TPAANLUMNOHHOTO
peryampoBaHuA

Pa3ninymsa TpeboBaHU B CTpaHax-YseHax, a TaK»Ke B
PamMKax 0HOM CTPaHbl Ha PerMoHabHOM UK
OTPacNeBOM YPOBHE

Konansumm ¢ HaunMoHanbHbIM 3aKOHOAATENIbCTBOM MO
NIOKanmsauum obpaboTKku AaHHbIX, 06 OrpaHNYeHUU
cbopa 1 xpaHeHUa AaHHbIX, 06 obecneyeHmn
CEKPETHOCTU U KOHOUAEHLUMNANBHOCTU AAHHbIX

npaKTMKM 3dK/1Il04EHNA A0rosopoB C NMNOCTaBWUKaMUN U
I'IOTpe6VITefIFIMM, KOPMNOpPaTnBHbLIX U
dAMUHUNCTPATUBHbIX COI']'HLUGHMVI, BK/TKOYAOWNX
No/10XKEHUNA O Hepa3srnaweHunmn



Bbi30OBbl
coperyimpoBaHuA

HepocTaTouyHOCTb B3aMMHOIO A0BEPUA, MOTUBOB U
MEXaHM3MOB NObYKAEHMSA K Y4aCTUIO B MHULMATUBE U
K 0bmeHy MHpopmaumnen

BanaHc mexxay pazmepom coobuiectsa, pUckamum
yTeps KOHTPOAA Haa MHPOPMALMEN N HEBKIOYEHNA B
coobuecTBa KPUTUYECKM BAXKHOTO Y4aCTHUKA

BanaHc UeHHOCTU yyacTUA B cOObOLLLECTBE N NOJTYYEHUA
MHPOPMALIMN U PUCKOB OIMNACKU, NOTEPb U CAHKLUN
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[106pOBONBLHOCTb NPUCOEANHEHUA K UHULMATUBE U
cnefoBaHMUA ee NpaBuaam

HepoctaToyHOCTb B3aMMHOIO A0BepUs,
onaceHua yuwepba

Konnunsunm c TpaanUMOHHbIM PeryinpoBaHUEM B YaCTU
orpaHuyeHua obopoTta MHPOPMaLMKU NN ee
06A3aTENBHOrO PaCKPbITHA

HeonpeaeneHHOCTb NpeannucaHni MexaHu3ma
ceeTodopa

HecornacoBaHHOCTb C NpeanucaHuamm
rocyapCTBEHHbIX CUCTEM KnaccudmuKaumu
MHPOPMaLIMMN OFPaAHNYEHHOrO A0CTYNa
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HeobxoanMmocTb JoBepus U aBTOPUTETA
KoOpAMHATOPa UHULUMATUBbI U UCTOYHUKOB

Pa3smepbl coobluectsa n B3anmHoe goBepue
YY4aCTHUKOB

CooTBeTcTBME 3dROHOAAaTEe/IbCTBY U AOKYMEHTAM
cpeaHe- U AONTOCPOYHbIX NMOJTUTUK

CNOXHOCTb OLLEHKWN Pe3ynbTaTUBHOCTU U
3P PEKTUBHOCTUN U3MEHEHNI

JNnTenbHOCTb NpoLecca MU3MeHeHUmn
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Co3pnaBante HedpopMma/ibHble coobllecTsa

BoBnekaunte Y4aCTHUKOB MO TMOPU30OHTA/IbHbIM U
BEPTUKAJIbHbIM CBA3AM OCHOBHOIO busHeca

3aBenTe Ha cBOer MHPPACTPYKTYpPE CNMUCOK
paccbiikn, bnor, wiki

[MpoBoAUTE OYHbIE BCTPEUYM YYACTHUKOB coobLlecTBa

[Mpocute coaencTama, NPUBAEKANTE K YHACTULO
BEHA0POB, UHTETPATOPOB U NOCTABLNKOB CEPBUCOB

B3amoaencrsymte ¢ MHMLUMATUBAMMU
B APYrMx CEKTOPax, OTPACNAX U PErmMoHax

OdopmnanTte, «neranmsymte» coobLectsa
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