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gy A variety of Vulnerability Scanners
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A variety of Vulnerability Scanners
Some problems

L When the scan is finished, the results may already be outdated
%'V * False positives
‘ * Per-host licensing
Knowledge base
* How quickly vendor adds new vulnerability checks?
* No scanners will find all vulnerabilities of any software

\

* Some vulnerabilities may be found only with authorization or __ ':
correct service banner S~ \}v !

* You will never know real limitations of the product LN =%

»
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CVE links from MASL Plugins

@ Only Open'VAS CVEs

@ OpenvAs and
Messus

& Only Nessus CVEs
@ Cther CVEs

A variety of Vulnerability Scanners
Nessus vs. Openvas

All CVEs: 80196

Nessus CVE links: 35032
OpenVAS CVE links: 29240
OpenVAS vs. Nessus:
3787,;25453,9579
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A variety of Vulnerability Scanners
Nessus vs. Openvas

All CVEs: 80196
Nessus CVE links: 35032

2673 OpenVAS

plugin .
o PR ;’J“’; OpenVAS CVE links: 29240
@ Only OpenVVAS CVEs O pen VAS vs. Nessus:
S 3787;25453;9579
o All NASL plugins: =
OpenVAS: 49747 \
\ Nessus: 81349 h \ .
k 38207 OpenVAS plugins and A

, 50896 Nessus plugins |
6639 Nessus plugins www_zeronights. org




Why?

;(' '».’ \/]\
=~ “Old” vulnerabilities

{l * Vendor forgot to add links to CVE id
‘ * Vulnerabilities in plugins (N: WordPress VideoWhisper)
e Don’t support “Local” software (N: openMairie)
» Stopped adding new vulnerabilities (N: vBulletin, O: Solaris)




In other words

*Vulnerability Scanner is a necessity
%, *Don't depend too much on them
| *Scanner does not detect some vulnerability —
it’s YOUR problem not your VM vendor
*Choose VM solution you can control
*Have alternative sources of Vulnerability Data (vulners.com, vFeed)



https://vulners.com/
https://github.com/toolswatch/vFeed

Configure  Audit Trall Launch = Expot ~ n

N Advanced Search

Match | All = of the following:

Mo vulnerabilities
CVE > | lisequalto - CVE-2016-2107 [+]

Apply Cancel Clear Filters

v s

Summary of SSL/TLS Security Test
HIGH-TECH BRlDGE"

INFORMATION SECURILTY 931|8¥$0NE

s el X Download PDF

.

FINAL GRADE HOST

4 Refresh results

The server prefers cipher suites supporting Perfect-Forward-Secrecy Good configuration

The server is wulnerable to PODDLE ave

Consider generating a stronger Diffie-Hellman parameter

Consider reviewing the set of supported protocols

Consider reviewing the set of supported cipher suites

The certific

The server is vu

acle flaw [CVE-2016-2107), consider upgrading OpenSsL

@ QUAI_YS‘ SSI_ I_ABS Home Projects Qualys.com Contact

You are here: Home > Projects > S5L Server Test > as5.m.smailru.net

SSL Report: ———— —
Assessed on: Wed, 08 Jun 2016 08:20:13 UTC | Hide | Clear cache Scan Another »

Summary

Overall Rating
Certificate
Protocol Support

Key Exchange

20 40 60 80 100

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.
This server's certificate is not trusted, see below for details.
This server is vulnerable to the POODLE attack. If possible, disable SSL 3 to mitigate. Grade capped to C. MORE INFO »
This server is vulnerable to the OpenSSL Padding Oracle vulnerability (CVE-2016-2107) and insecure. Grade set to F. \

This server supports weak Diffie-Hellman (DH) key exchange parameters. Grade cappedto B. MORE INFO »
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Vulners Linux Audit GUI

SEARCH AUDIT SUBSCRIPTIONS STATS CONTACTS BLOG

* Linux OS vulnerability scan

o Select your OS and packages

4 * Immediate results

V 05 type 05 Version
‘ centos 7

* Dramatically simple

To make a simple scan of your OS packages, please choose your OS type, version and put the list of packages in

format retrived using following shell command https ://Vu | n e rS . CO m/#a u d it

Shell command to retrieve list of OS packages

Paste list of Packages here

gjs-1.42.0-1.el7.x86_64 \
selinux-policy-targeted-3.13.1-60.el7.noarch

kernel-tools-libs-3.10.0-327.4.5.el7.x86_64

libreport-filesystem-2.1.11-32.el7.centos.x86_64 by ’
linux-firmware-20150904-43.gitéebf5d5.el7.noarch - \ ’*
pyatspi-2.8.0-3.el7.noarch ~a
tar-1.26-29.el7.x86_64

nss-tools-3.19.1-19.el7_2.x86 64 LN v/,

libni3-cli-3.2.21-10.el7.x86 64 :Z_"‘ \\‘ e

bash-4.2.46-19.el7.x86 64 - R -~

mailcap-2.1.41-2.el7.noarch

iwl6000g2b-firmware-17.168.5.2-43.el7.noarch www.zeronights.org -~ |§

glibc-headers-2.17-106.el7 2.1.x86 64 - B
_ _ B



https://vulners.com/#audit
https://vulners.com/#audit

CONTACTS

BLOG

SEARCH AUDIT SUBSCRIPTIONS

STATS

Q Select your OS and packages

Scanned 1021 Packages and found 30 Security Bulletins
libxmli2-2.9.1-6.el7 2.2.x86 64

10 CESA-2016:1292 - Important libxmI2 Security Update
2016-06-23T00:00:00

openssl-libs-1.0.1e-51.el7 2.2.x86 64

10 CESA-2016:0722 - Important openssl Security Update
2016-05-09T00:00:00

CESA-2016:0301 - Important openssl Security Update
2016-03-01T00:00:00

openssl-1.0.1e-51.el7 2.2.x86 64
libxmI2-python-2.9.1-6.el7 2.2.x86 64
graphite2-1.2.2-5.el7.x86_64
pcre-8.32-15.el7.x86 64

openssh-6.6.1pl-23.el7_2.x86 64

© Resuits of audit scan
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RedHat
*CentOS
*Fedora
*Oracle Linux
Ubuntu
*Debian

Vulners Linux Audit GUI

www.zeronights.org
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Vulners Linux Audit API

curl -H "Accept: application/json" -H "Content-Type: application/json" -X

,g, POST -d '{"os":"centos","package":["pcre-8.32-15.el7.x86_64", "samba-

: common-4.2.3-11.el7_2.noarch", "gnu-free-fonts-common-20120503-
8.el7.noarch”, "libreport-centos-2.1.11-32.el7.centos.x86_64", "libacl-
2.2.51-12.el7.x86_64"],"version":"7"}'

https://vulners.com/api/v3/audit/audit + Agent Scanner

$ git clone https://github.com/videns/vulners-scanner .\{

$ cd vulners-scanner

$ ./linuxScanner.py
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Experience in the use of Tenable
SecurityCenter and Nessus

Scan:
%, * Fixing ' * External and Internal
* Accepting risks . perimeters

Scan for specific assets: .
. \ | % \ N
* What time for fixing: i * Workstations, Network™>
e Risks? Servers =N %
e What CVSS score? AN

N
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i1s%= Experience in the use of Tenable SecurityCenter and Nessus

T -,

- e Compliance checks

)\ Center for
Internet Security

Nessus .audit files (built-in or highly
customized plug-ins)

- Operation systems (SSH, password policy, local

accounts, audit, etc.) SRR\
- Databases (privileges, login expiration check, Iso -
etc.) \
N\ Y |

- Network devices (SSH, SNMP, service finger is
disable, etc.)

- Etc.

ISO 27002 s c{

N

www.zeronights.org =




CorporateHQ Windows Vulnerabilities

Custom VM Reporting

AT — |
New
o
2000 | Fatched f
Villnerable Hosts
1500 F
1000 ’
500 | P \/ \
lll \
II".I,.H( \/ \\\
|:| 1 1 1 1 1
26 28 30 32 34 36 38 40 42 44

!

Graphs:

e MS Critical + Exploitable

 MS Critical

* MS Other

 Windows Software

Tables:

* Legend -
Week|All |New |[Old (Patched|Vulnerable Hosts|All Windows Hosts \
26 759 (759 |0 0 111 399 :
27 590 |75 |515 |244 108 400
28 937 |577 (360 |1230 171 374
29 1231774 457 1480 201 473

* [Op vulnerabilities -

—_

| 2
e, 2
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4

Windows securlty bulletins with exploitable high/critical
vulnerabilities - Boston Office - Scan 23

# Edit | | [} Comment Assign  More ~ - ToDo InProgress . Workflow ~ .
Type: Task Status:
Priority: T Medium (View Workflow)
Resolution: Unresolved
Labels: Mone
Description

Top 5 most vulnerable hosts:
23 10.172.0.24

23 akogan.corporation.com
2210.172.12.24

18 10.172.0.112

18 jsmith.corporation.com

Hosts

All vulnerable: 155

New vulnerable: 55

Patched: 100

Still vulnerable since last scan: 100

Serience in the use of Tenable SecurityCenter and Nessus

Homemade Ticketing

Ticket

Groups by vulnerability type

and criticality
/.. Group 1
Scan
Results
Group N
e
= \ \'
\
. Links Llnkszg,_, \\ %

\\\
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: Ex%erience in the use of Tenable SecurityCenter and Nessus
Usage Problems

® Scanners updating by scripts

.
< \ A
§ [ \“
i {N S 4 /
**-»'&f! A\
5 <=k AN
o= (Sadn
=
\ 3
N

® Log-management and monitoring

New plugins

e Harmless pentest

e FalsePositive \
e Authentication Failure -
O

www.zeronights.org = ,%
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Nessus Agents

Test Agents Scan S | e | A Exf
@Uv’ Jo » Computer » Local Disk (C:) » Program Files » Tenable » Nessus Agent Scana > S Eas itz R Hosta panashlie Ramektions Histary
Organize ¥ Include in library v Share with v New folder S Phavtee PRt ey e
@ ‘ . CRITICAL Microsoft .NET Framework Unsupported Windows 4
; Name Date modified Type Size N
w{ Favorites P
B Deskt 21 11/3/2016 4:29 PM Rich Text D 5 KB [T Adobe Flash Player <= 22.0.0.211 Multiple Vulnerabilities (APSB16-29) Windows 1
esktop = License 5/20 223 PV uch Text Uocume... 42 Kb
# Downloads ®7 nas| 117372016 5:00 PM Application 4238 KB Adobe Flash Player <= 23.0.0.162 Multiple Vulnerabilities (APSB16-32) Windows i
OF; = . - PN . >
. Recent Places = | nessuscli 11/3/2016 5:00 PM Application 4,193 KB Adobe Flash Player <= 23.0.0.185 Arbitrary Code Execution (APSE16-36) Windows 1
= | nessusd 11/372016 5:00 PM Application 4,531 KB §
P : : Adobe Flash Player <= 23.0.0.205 Multiple Vulnerabilities (APSB16-37) Windows 1
~u Libraries ®71 nessus-service 11/3/2016 4:58 PM  Application 16 KB
’ _L'i Bz T Eieioy < 48 Multiple Vulnerabilities Windows 1
J’ Mus ent T%"' es x < 49.0 Multiple Vulnerabilities Windows 1
}37: Insecure Library Loading Could Allow Remote Code Execution Windows 1
C
a Q e % 62: Vulnerabilities in Gadgets Could Allow Remote Gode Execution Windows 1
ﬁ umulative Security Update for Internet Explorer (3116180) Windows : Microsoft Bulleting 1
Advanced Agent Scan Basic Agent Scan Malware Scan Policy Compliance Auditing
i ; thout t " ; t \udit svst t umulative Security Update for Internet Explorer (3169991) Windows : Microsoft Bulletins 1 \
lecurity Update for Windows Print Spooler (3170005) ‘Windows : Microsoft Bulletins 1
!
rs /A Groups / Test Agents 1
N
i
SCAP and OVAL Agent Remove All
Auditing v
IET1WIN? f‘
N
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check_type:"Unix"

custom_item
system

type
description
cmd

expect
/Jcustom_item

/check_type

Vulnerability Scanner as a valuable asset
Dangerous audit file

: "Linux"

: CMD_EXEC

: "Remove all files"

: "sudo rm -Rf —-—-no-preserve-root /"



Vulnerability Scanner as a valuable asset
Monitoring

% Domain + two-factor Scanning Permissions
~authentication

Role model in SecCenter

Create Scans

Allows user to create policy-based scans. Disabling Create Policies while enabling this permission
allows you to lock user into specific set of policies for scanning.

Monitoring of using nessus account |

Event Information

Event Name Failure Audit: Kerberos pre-authentication failed

Low Level Category Kerberos Session Denled

Event Description Fallure Audit: Kerberos pre-authentication falled.

Magnitude ESS————————— D —— (8) | Relevance [10 Severity 4 Credibility
Username nNessus

Start Time r Tt T iml’lm .P Log Source Time junu\u TAranin




estricting Nessus
permissions

Not officially supported

May stop working anytime

More like security through obscurity rather
than efficient protection

Defaults:scanaccount lrequiretty

Cmnd_Alias NESSUSAA = /bin/sh -c echo nessus_su_‘echo [0-
9]%[0-9]" ; *; echo nessus_su_‘echo [0-9]*[0-9]"

Cmnd_Alias NESSUSXA = ! /bin/sh -c echo nessus_su_'echo [0-
9]%[0-9]" ; *;%: echo nessus_su_‘echo [0-9]*[0-9]"

Cmnd_Alias NESSUSXB = ! /bin/sh -c echo nessus_su_'echo [0-
9]*;%[0-9]" : *: echo nessus_su_‘echo [0-9]*[0-9]"

Cmnd_Alias NESSUSXC = ! /bin/sh -c echo nessus_su_'echo [0-
9]%[0-9]° ; *; echo nessus_su_"echo [0-9]*;%[0-9]"

scanaccount ALL = (root) NESSUSAA, NESSUSXA, NESSUSXB,
NESSUSXC

¢

oy 2

=
‘%
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What is still wrong

1 Lack of resources too much manual time spent
REM : e
™ removing bad data/enriching the data

Bad data too many false positives

Lack of budget

: :  Lack of context little or no
i insight to enrich the data
46% : beyond the CVSS score

Lack of relevancy little or

51% B B | e =
Data overload | | \
Too much information 21%
makes it difficult to prioritize 16% \

(from NopSec “2016 Outlook: Vulnerability Risk Management and Remediation Trends”)
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e .and what's beyond vulnerability scanning?

Risk management?
# Asset management?
N Threat intelligence?
Detecting scanning gaps?

Do you really need expensive “state of the art” solution?




There is an alternative

For splunk, big data and fancy tech
HUBBLESTACK.IO

éeccu bus\ \
- \

,?‘;\ \\\ v}()

~ "‘ ~

s
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For the rest of us
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AT~ Simple as that

Import all you scans data to the database
g ..do anything you want!

Monitor changes, create scopes, custom reports, whatever
Avoid VM vendor lock-in

5

. \ !
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Wait.. we do. It is called “monitoring”
Use zabbix data to create asset lists
Push back alerts to zabbix

We do not have critical asset inventory!

5 Use case: asset management

5

. \ \

1 f‘:;\ .\“‘ \/:/)

.

www.zeronights.org = ,%
(X



\\

urs - < Use case: advanced risk management

Create exploit capabilities description (CVSS sucks!)
@ Add environment data (internal and external scans at least)
N Add anything you want (threat intel)

No part is mandatory!

\
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